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Abstract: The rapid developments in wireless multimedia sensor networks
(WMSNSss) have increased the demand for an efficient method of safeguarding
multimedia data from attackers. As data are transmitted over a wireless medium,
the authentication process needs to be provided with some efficient detection and
prevention methods. The Sybil attack is one of the most common and involves
replicating the identity of an original node in the network and behaving like a true
node in order to retrieve/destroy information using this fake identity. An efficient
enhanced random password comparison technique is proposed to detect and
prevent Sybil attacks. The results of simulations indicate that the proposed method
detects this type of attack more efficiently than existing methods. In addition to
early detection, our application increases the throughput and reduces the average
delay with an enhanced true detection rate. The identification of this malicious
activity in its initial phases increases the efficiency of the system in terms of the
data transmission process.
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1 Introduction

A large number of applications such as monitoring and tracking rely on
wireless multimedia sensor networks (WMSNS) in different domains to establish
connections, fetch data, and control remote devices. In a network, it is necessary
to carry out monitoring and to protect against attacks during the process of data
transmission. The study in [1] noted that there are different types of malicious
attacks that take place at various levels of the network with the aim of modifying
data, fetching data, or preventing communication between nodes. Some of the
most common attacks on networks are black hole, wormhole, sinkhole, selective
forward and Sybil attacks [1]. The identification of the node in the device is the
most crucial process in the process of data transmission. Nodes connecting to a
network should be identified via an effective authentication process, and an ID
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for each node in the network should be provided in order to allow these nodes to
participate in the network for further processes.

During the process of establishing communication between nodes, malicious
nodes may try to fetch the details of an existing node and imitate them in order to
act like the original node. A Sybil attack misleads the network by providing a
duplicate ID to allow the attacker to take part in the process of broadcasting data
over the network, leading to data loss. The presence of malicious nodes hampers
the performance of a WMSN. A few attacks were created in terms of nodes, while
some others are created in various layers. A broad taxonomy of existing security
attacks is shown in Fig. 1.
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Fig. 1 — Types of attack on WMSNS.

Due to the mobility of the nodes in a WMSN, it is difficult to track and
monitor intermediate nodes. The nodes may be configured for single-hop or
multi-hop communication, or as base stations, gateways, or access points.

Attacks can be broadly categorized into active and passive types. In an active
attack, a malicious user/attacker tries to modify data to deploy illegitimate data
on the network, which affects the performance of the system. These include Sybil,
sinkhole, and eavesdropper attacks. Passive attacks affect the properties of the
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network and are monitored by unauthorised interventions, such as eavesdropping
or snooping.

This paper deals with the detection and mitigation of the Sybil attack. This
is one of the most hazardous types for sensor networks, and we propose an
effective technique to mitigate this attack. According to Douceur [2], a peer-to-
peer network is vulnerable to Sybil attacks. Karlof [2] has shown that this attack
can impact the routing protocols of sensor networks. Many researchers have
investigated the various kinds of critical attacks and have developed mechanisms
for securing data in wireless sensor networks (WSNS). In a Sybil attack, there is
a malicious node in the network with multiple identities, and this scenario is
illustrated in Fig. 2. Node A is hampered by malicious activity with multiple
identities and the creation of duplicate identities in the network.

Fig. 2 — Hllustration of the Sybil attack.

This paper is organised as follows. Section 1 gives an overview of WMSNSs,
introduces the types of possible attack and describes the Sybil attack and its
impacts. A brief review of the existing techniques for identifying malicious
activities and the countermeasures suggested by various researchers is given in
Section 2. Section 3 presents the design of the system, the flow of execution and
the proposed algorithms. The experimental setup and the results are discussed in
Section 4. The simulation tools used, the results obtained and a comparative
analysis with existing techniques are also described. Our conclusions and
directions for future work are given in Section 5.

2 Related Work

WSN technology has given rise to enhanced wireless communication. The
various applications of sensor networks and the factors affecting their design have
been reviewed in [3]. The unique characteristics of a WSN open the way for
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building exciting applications in the future, in a broad range of fields such as
video surveillance, remote sensing, military applications, etc. The factors
affecting the performance of sensor nodes include hardware design, power
utilization, design cost, liability, and network topology changes, and these need
to be considered to achieve high performance for a network. Open research issues
related to each network layer of a sensor network are discussed below.

Dhamodharan et al. [4] reviewed the detection and prevention of Sybil
attacks using compare and match-position verification (CAM-PV) and message
authentication and passing (MAP) methods. They introduced a message
authentication and passing scheme to replace CAM-PVM and MAP in order to
check the trustworthiness of authentication. Their results were compared with
RPC (random password comparison), and a simulation showed that MAP
improved the detection accuracy by 30% compared to other methods.

In [5], the authors proposed an energy trust system (ETS) mechanism to
identify Sybil attacks at multiple levels. ETS was designed based on identity and
position verification. Simulation results showed that this approach achieved a
detection rate of 70% at the first level and more accurate detection at the second
level.

A novel identity-based scheme [6] was introduced to detect malicious nodes
and broadcast the details of malicious activity to the adjoining sensor nodes.
WSNs were found to be insecure against several security attacks. The
experimental results reported in this paper demonstrated that the proposed
scheme imposed a lower computational overhead and achieved high
performance.

A lightweight detection mechanism [7] called LEACH-RSSI-ID (LRD) was
introduced based on the received signal strength indicator (RSSI). Sybil attacks
were rapidly identified by comparing them with RSSI-ID tables. Based on the
results of a simulation, it was shown that the proposed mechanism could identify
a Sybil attack with a high detection rate and high accuracy.

Nirmal Raja et al. [8] introduced an authentication scheme based on the
Fujisaki Okamoto algorithm, which used an ID-based cryptographic scheme to
achieve better authentication for health care applications. A simulation was
carried out using Network Simulator 2 (NS2) and an analysis was conducted of
key broadcasting, the time needed for various key sizes, throughput, packet
delivery ratio (PDR) and energy utilisation.

M. Jamshidi et al. [9] introduced a cluster-based sensor network and
proposed a distributed algorithm based on the RSSI. It was evaluated via a series
of experiments in terms of the detection rate (TDR: true detection rate; FRD: false
detection rate) and transmission overhead. The algorithm detected 99.8% of Sybil
nodes with an average FDR of 0.008%.

196



Early Detection Mechanism for Sybil Attacks on Wireless Multimedia Sensor Networks

A novel secure lightweight cryptographic data-aggregation algorithm (SLC-
DAA) based on clustering has been presented [10], in which primitive
cryptographic operations were used to provide higher security and efficient
energy consumption. An experimental study of parameters such as the end-to-end
delay, energy efficiency, PDR, and time taken for encryption showed that this
approach achieved a better trade-off in comparison with existing methods.

3 Proposed Scheme

A network consists of N static sensor nodes (SNs), each with a unique
identity, and a base station (BS), randomly deployed within a 2D region. The
network is homogeneous (all network nodes have equal hardware and software
facilities). A block diagram of the proposed model is shown in Fig. 3.

Discover the route

Generate table rt for among the elected

Ni, rt={c1,c2} nodes (S Source,
D—> Destination)

Network G is
constructed with N
number of Nodes

If no malicious
activity found
process the data
else ignore the route.

Check for the route
and verify the sybil
activity

Fig. 3 — Block diagram of the proposed model.

The proposed method consists of the following phases:

— Node registration: In the initial phase, each node is registered and a valid
network is formed. At this stage, each node is assigned a unique ID as it
registers with the network. Then, to enable data transmission, a source and
destination pair is identified. A successful route is required to provide the
delivery of authentic data to the required node.

— Routing information: The source and destination node pair are determi-
ned, and a route is discovered using the ad-hoc on-demand distance vector
(AODV) protocol.

— Sybil detection: The node selected during route discovery is checked for
a Sybil attack using an ID (identity) comparison. A Sybil attack
compromises the network’s ability to operate by allowing a node to take
on multiple identities in the network. This confuses the sender who is
forwarding the data packets.
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3.1 Proposed algorithm

To address this problem, an algorithm called Enhanced Random Password
Comparison (ERPC) is proposed to detect and eliminate vulnerable activities, in
order to prevent Sybil attacks. Several different traffic and security parameters
are involved in data transmission in a network. The proposed network model
contains a base station BS and N nodes, which are deployed randomly. Each node
is required to register before being added as part of the network. A registered
node is provided with a node_id, and a password is generated for each node. In
the ERPC algorithm, a routing table (rtable-RPC) is generated to store each
node_id and its respective password. The intermediate nodes along the path
between the source and the destination are identified. If the details of each node
match those in the table, the node is normal; otherwise, it is a Sybil node. A
flowchart for the proposed method is shown in Fig. 4.

Node Specification & registration

Confirming Source and Destination

Route formation using AODV

Matched Not-Matched
—

Check selected Node
against Enhanced
RPC Table

Route is formed and moved to next node Discard the Node and reroute

again

Packet is delivered to Destination Node

Fig. 4 — Flowchart of the proposed model.

The proposed algorithm has two parts: assignment of IDs and detection of
Sybil attacks. The algorithm compares the node_id and password with those in
the routing table (rtable) for each node. If they match, this implies that the node
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has been authenticated and further processing can continue; if not, it is detected
as a Sybil node. Pseudocode for this process is given in Algorithm 1.

Algorithm 1: Detection of Sybil nodes

Step 1: Network with N nodes
Step 2: Register each participating node with the base station
Step 3: Create a routing table - rt {node_id, time_delay, password} for each

node Ni.
Step 4: Find a path from source S = destination D using DISROUT (S, D)

Step 5: Send a data request message from node D to node S.

Step 6: Match the node identity in BS using rtable and identify malicious
Sybil activity.

The proposed algorithm initially assigns an ID to each registered node and
the process of detecting a Sybil node takes place. The algorithm compares the
node_id and password with those in the routing table (rt). If the entries match,
this implies that the node has been authenticated and further processing can
continue; otherwise, it is detected as a Sybil or malicious node. Suitable routes
for data transmission are discovered using Algorithm 2.

Algorithm 2: DISROUT (S, D)

Step 1: Node n looks towards D for the next neighbour

Step 2: Get node information from neighbour node ni and compare it with
the table information ti

Step 3: Check whether (ti (c1, c2) ==ni (c1, c2))
Step 4: Update route table rt={S,ni,...}

Step 5: CHKROUT(S, D): if rt matches—> accept node as a legitimate
node;

else

Step 6: Reject the node ni and look for the next node ni + 1
Step 7: Repeat Step 2

Step 8: End if
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In the route discovery phase, the destination node is identified based on a
comparison of the information on each node, such as the node_id and password,
with the details in the routing table. If the node data match, then the node is
accepted as a normal or legitimate node; otherwise, it is rejected. If the node is
legitimate, the route information is collected and used to update the node details
in the routing table. The process is repeated for all the source and destination
nodes using the CHKROUT process in Algorithm 3.

Algorithm 3: CHKROUT (Node m, Node n)

Step 1: Receive route information from rt.

Step 2: Get the node information from the neighbour node ni and compare
it with the table information ti

Step 3: Check whether (ti(c1,c2)==ni(c1,c2))
Step 4: Update route table rt={Sni,...}

else

Step 5: Reject the node ni and look for ni + 1
Step 6: Repeat Step 2 until D

Step 7: End if

Step 8: Return rt

4  Simulation Results and Discussion

NS2 [13] is the most extensively used simulator for performing real-time
analysis in academia and industry. It was created in 2000 to study TCP's
congestion control network performance and is a robust tool for simulating and
analysing network performance using a variety of parameters such as packet loss,
throughput, and delay. It is an object-oriented, event-driven simulator that
supports C++ and TCL/oTCL.

The proposed approach was implemented in NS2 to detect Sybil nodes. The
AODV protocol was used for malicious node discovery and data delivery. Our
experiments were conducted using NS2, and the simulation environment was as
shown in Fig. 5. The simulation network was configured with the parameters in
Table 1 to identify the type of node. Node 1 is the source, node 5 is the
destination, and node 2 is a malicious node. Node 2 creates a duplicate identity
to mimic the destination node 5, and acts as a legitimate node in the network.
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Fig. 5 — Network simulation environment.

Table 1
Parameter values used for simulation.
Parameter Values
Number of nodes 20 - 100
MAC 802.11
Packet size 50 B
Malicious population 5-20%
Pause time 2ms
Initial energy 100J
Traffic CBR
Simulation time 100s
Location Random

4.1 Performance analysis

The performance of the proposed method in the simulations was evaluated
based on various network parameters such as the throughput, average delay, and
Sybil node detection rate. The experimental results obtained from ERPC were
compared with those of two existing techniques, RPC [4] and MAP [4], based on
the same parameters. The results presented below prove that the proposed ERPC
algorithm is more efficient in terms of the early detection of malicious Sybil
nodes in the specified network.

4.1.1 Throughout

In the simulated environment, the number of nodes was varied from 20 to
100, with the inclusion of some malicious nodes. The PDR was high compared
to existing techniques. In the proposed ERPC method, malicious activity is
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detected and authenticated in the initial stages to provide better throughput. The
enhancement in the throughput is shown in Fig. 6.
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Fig. 6 — Throughput comparison.

4.1.2 Average delay

As the throughput increases, the packet loss is reduced and delivery of the
packets becomes faster. Our results prove that the average delay in terms of
packet transmission is low compared to existing techniques. The results for the
average delay are shown in Fig. 7.
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Fig. 7 — Average delay for data packets.
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4.1.3 Detection rate

In comparison with existing techniques, ERPC gives a better detection rate
for Sybil nodes, as shown in Table 2 and Fig. 7. Our method was also assessed
for the detection rates of malicious Sybil nodes using the performance metrics of
TPR and FPR.

TPR is based on the numbers of malicious nodes that have been correctly
detected, while FPR reflects the number of good or legitimate nodes that have
been incorrectly detected as malicious. These metrics help to indicate the
accuracy in terms of the correct detection of legitimate nodes or false detection.
TPR and FPR are calculated using (1) and (2).

Correctly detected Sybil nodes
Total number of nodes

(1)

True positive rate (TPR) =

Wrongly detected Sybil nodes
Total number of nodes

(2)

False positive rate (FPR) =

For example, if the number of correctly detected nodes is 13, then:
— TPR=13/100=13% ;
-~ FPR=3/13=0.23%.
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20 ®
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Number of nodes
Fig. 8 — Performance comparison.

In each round of the simulation, the TPR and FPR were calculated for
varying numbers of nodes in the network.
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Table 2
Comparison of detection rates for Sybil nodes.

Number of nodes | Sybil nodes | RPC [4] | MAP [4] | ERPC [Proposed]
10 2 1 2 2
20 4 2 3 3
30 6 3 5 5
40 8 4 6 7
50 10 6 8 8
60 12 8 10 11
70 14 9 12 13
80 16 10 13 14
90 18 11 15 16
100 20 12 17 19

6 Conclusion

It is important to study the problem of Sybil attacks, as these can be harmful
and pose a threat to the security of a WMSN. The proposed algorithm discovers
a legitimate route by authenticating each node as a trusted node or detecting a
malicious Sybil node, and then transmits data safely. Our ERPC algorithm is
dynamic and generates passwords more effectively to avoid duplication of IDs.
The efficiency of the ERPC algorithm is demonstrated by the results of a set of
experiments. Since Sybil nodes are identified in the early stages of route
discovery, this helps the network to continue with data communication without
intervention due to attack. An experimental analysis proves that the proposed
method is efficient, robust, and gives faster detection than alternative methods. In
future work, a route-repair technique could be considered in the occurrence of
route failure.
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