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Hardware Modules of the RSA Algorithm 

Velibor Škobić1, Branko Dokić1, Željko Ivanović1 

Abstract: This paper describes basic principles of data protection using the RSA 
algorithm, as well as algorithms for its calculation. The RSA algorithm is 
implemented on FPGA integrated circuit EP4CE115F29C7, family Cyclone IV, 
Altera. Four modules of Montgomery algorithm are designed using VHDL. 
Synthesis and simulation are done using Quartus II software and ModelSim. The 
modules are analyzed for different key lengths (16 to 1024) in terms of the 
number of logic elements, the maximum frequency and speed. 
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1 Introduction 
Protection from unauthorized access to data and information is notable 

challenge within data transmission process. Encryption provides such a data 
protection. Transmitter encrypts data and sends it to the receiver which 
reconstructs the original data, using decryption. Eavesdropper may catch the 
data, but is not able to decrypt it, without knowledge about decryption method 
[1, 2]. 

Secure data transfer is very important aspect of bank transactions, online 
shopping, telephone communication, e-mail etc. Data transfer in these 
applications is provided by communication networks [2]. These ways of transfer 
are not secure and there is a possibility of unauthorized access to the data being 
transferred. There are several data encryption methods. Classical methods are 
based on secrecy of encryption and decryption algorithms. In modern 
cryptography, keys are being used for data encryption. Modern cryptography is 
based on the idea that encryption algorithms are public, while the keys are 
private. Algorithms are mostly based on mathematical problems that are 
difficult to compute. 

One of the best known public key encryption algorithms is the RSA (Rivest, 
Shamir, Adleman) algorithm [3], which is based on the principles of number 
theory. This algorithm is implemented in operating systems, secure phones, and 
in many protocols for secure internet communications [4 – 6]. In the RSA 
algorithm, the methods of encryption and decryption are the same, but with 
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application of different keys. Security of these algorithms strongly depends on 
the key length. 

The structure of this paper is as follows. In the second section the RSA 
algorithm is described. The third section describes computational methods. 
Simulation results of implemented modules are presented in the fourth section. 
Conclusions are given in the fifth section. 

2 Basics of the RSA Algorithm 
Operation of the RSA algorithm is performed in three phases [3]: key 

generation, encryption and decryption. The key generation is done in the 
following way. Two primes p and q are generated, and then number m is 
obtained by multiplication of the primes: 
 m pq= . (1) 

The next step is computing of the Euler function φ of the number m. While 
p and q are primes, the value of φ is given by the formula: 
 ( ) ( 1)( 1)m p qϕ = − − . (2) 

After that, it is necessary to determine a number e having value greater than 
1 and less than φ(m). Another condition is that number 1 is the greatest common 
divisor of numbers e and φ(m):  
 ( , ( )) 1GCD e mϕ = . (3) 

Obtained numbers m and e represent a public key that is used for 
encryption. For decryption, besides number m, a secret key d is needed as well. 
The value of d is defined by the following equation: 

 ( ) 1,k md k N
e

ϕ += ∈ , (4) 

under the constraint: 
 ( )mod ( ) 1de mϕ = . (5) 

Encryption/decryption is performed by exponentiation of the message by 
the value of key and the result of the exponentiation is divided modulo m. 
Complexity of this computation depends on the key length. Encrypted data 
correspond exactly to the input data if the input message P is shorter than 
number m. Encryption of the message P is done by the following: 
 modeC P m= . (6) 
while decryption of the message C is done by the following: 
 moddP C m= . (7) 
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From the equations (6) and (7), it can be seen that encryption and 
decryption methods are identical. Application of a correct secret key, within 
process of decryption, provides recovery of the original message P.  

An illustration of data encryption/decryption using the RSA algorithm is 
given by the following example. Let p and q be the primes with values: 
 17, 19p q= = . (8) 

Compute m i φ(m): 

 
323,

( ) ( 1)( 1) 288.
m pq

m p q
= =

ϕ = − − =
 (9) 

The next step is determination of the number e according to the condition 
(3), e.g. e = 11. Then compute d according to the equation (5). Taking k = 5 in 
the relation (5) we get secret key d = 131. Numbers m and e make the public 
key, while numbers m and d represent the secret key. Let the input data be 
P = 15, then encrypted data is 
 1115 mod323 60C = = , (10) 
while decryption yields: 
 13160 mod323 15P = = , (11) 
i.e. the original data P = 15. 

There are many methods to brake RSA encryption. In fact, they are based 
on the weakness of the whole data protection process, and not on weakness of 
encryption itself. Efficient way to break RSA encryption is not discovered until 
now. In order to break RSA encryption, it is necessary to find the factorization 
of number m, i.e. to determine the prime numbers p and q. Knowing p and q, it 
is possible to determine a secret key. Factorization of large numbers is a very 
complex and time consuming process. Considering large key lengths (1024 or 
2048), even with application of the fastest modern computers and the best 
algorithms for decryption, it would take many years to finish the process of 
factorization. We emphasize, it is not mathematically proven that factorization 
of number m is needed in order to recover a message P from the message C [1].  

3 Computation of the RSA Algorithm 
Either software or hardware implementation of the RSA algorithm is 

possible. Software implementation means a program which operates on the 
digital processor. Data processing time depends on a frequency of processor and 
the key length. Increase of the key length increases algorithm security, as well 
as the data processing time. Systems that process large amount of data require 
some assistance to processor operation. Remarkable solution is hardware 
implementation of the RSA algorithm. In that case, data processing is mostly 
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done in parallel with processor operation, thus yields shorter time for 
encryption/decryption. There are several papers on this topic, e.g. [7 – 11]. 

From the equations (6) and (7) it is seen that encryption is done by 
exponentiation of the message P by e. Decryption means exponentiation of the 
encrypted message C by d. Then computation modulo m needs to be done. So, 
the basic algorithm relies on sequential multiplication of the message P (C for 
decryption) e (d) times, and then application of modulo m operator:  

 
1

mod
e

i
i

C P m
=

⎛ ⎞= ⎜ ⎟
⎝ ⎠
∏ . (12) 

The number of bits needed to store intermediate results during message 
exponentiation is given by the equaton: 
 2log ( ) 2e k

bitaQ P k= ≈ ⋅ , (13) 

where k is number of bits of the key and the message. Taking k = 256, 
according to the relation (10), to store that data we need 8010bitsC ≈  bits, which 
is a huge value impossible to implement.  

Using the following relationship: 
 ( )mod ( ( mod ))modA B m A B m m⋅ = ⋅  (14) 

number of the bits to be stored can be reduced. The maximum number of bits, 
needed to store the data according to this method, is 2k, while number of 
iterations is e – 1. For large values of e computation time is too long.  

These examples illustrate the computing complexity of encryption/ 
decryption. These methods are appropriate neither for hardware nor software 
implementation, because of a great number of bits needed to store intermediate 
results, as well as the great number of iterations. Reduction of the number of 
iterations can be done by conversion of the number e to its binary form:  

 
1

1 1 0
0

( ,..., , ) 2 , {0,1}
k

i
k i i

i
e e e e e e

−

−
=

= = ∈∑ . (15) 

In this case, the computing is performed in k iterations including two ways 
of computing, left-to-right and right-to-left. Following pseudo-code describes 
both algortihms [7]: 

right-to-left  
result modeC P m=  

1. 1,Y Z P= =  
2.  0i =  to 1i k= −  

a. if 1ie = then modY Y Z m= ⋅  
b. modZ Z Z m= ⋅  

3. output C Y=  
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left-to-right 
result modeC P m=  

1. 1Y =  
2.  1i k= −  to 0i =  

a. modY Y Y m= ⋅  
b. if 1ie =  then modY Y P m= ⋅  

3. output C Y=  
 
The first algorithm has two variables Z and Y, which means one register 

more than for the second algorithm, which has only one variable, Y. In respect 
to speed, second algorithm requires two consecutive modular multiplications, 
within iteration, while the first one requires just one modular multiplication per 
iteration.  

Beside these, several other encryption/decryption algorithms are developed, 
such as m methods, adaptive m methods, addition chains, factor method, power 
tree, Montgomery etc. [12]. Most of these methods use modular multiplication, 
so implementation of an efficient modular multiplication algorithm is of high 
importance. One of the most frequently used algorithms for modular computing 
of eP  is the Montgomery algorithm. It is very efficient and simple for hardware 
implementation and it is given by the following expression: 
 ( , , ) 2 modkMonpro A B m A B m−= ⋅ ⋅ . (16) 

As seen from (16), multiplication contains number 2 k− , so it is necessary to 
adapt the form Y·Y to the form AB2-k. To achieve this, it is necessary to perform 
Montgomery modular multiplication by number 22 k , on the initial values. The 
result should be modularly multiplied by number 1. Putting Montgomery 
modular multiplication in the algorithms of left-to-right and right-to-left 
multiplication, we get Montgomery modular computation of eP .  

Montgomery modular multiplication algorithm is given by the following 
pseudo code: 

Result ( , , )S Monpro A B m=  
1. 0S =  
2.  0i =  to 1i k= −  

a. (1  adder)st
iS S A b= + ⋅  

b. ( (0) ) / 2 (2  adder)ndS S S m= + ⋅  
This code defines algorithm with two adders (Montgomery_2a). For 

hardware realization of this algorithm, one shift register, register for storing the 
variable S, two adders, and multiplexers for signal routing are needed. The 
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Montgomery algorithm can be implemented with one adder. Algorithm with one 
adder is given by the following pseudo code (Montgomery_1a): 

Result ( , , )S Monpro A B m=  
1. 0,  S Am A m= = +  
2. 0i =  to 1i k= −  
a. ( ( ) & (0) & (0))

(001| 011)
(100 |111) 
(101|110)
  L=0

( ) / 2 (adder)

case B i A S
when L m
when L A
when L A m
when others
S S L

=
=
= ⋅

= +

  

For this realization, following components are needed: one adder, one shift 
register, two registers for storing S and A·m, and multiplexer logic for routing 
signal L. Both algorithms take k+1 iterations for computing. 

Complete Montgomery algorithm by method right-to-left and left-to-right 
is given by the pseudo-code:  

right-to-left  
result modeC P m=  

1. 22 modnK m=  
2. (1, , )Z Monpro K M=   
3. ( , , )P Monpro P K m=  
4. 0i =  to 1i k= −  

a. if 1ie = then ( , , )Z Monpro Z P m=  
b. ( , , )P Monpto P P m=  

5. (1, , )Z Monpro Z m=  
6. C Z=  

left-to-right  
result modeC P m=  

1. 22 modnK m=  
2. (1, , )Z Monpro K M=  
3. ( , , )P Monpro P K m=  
4. 1i k= −  to 0i =  

a. ( , , )Z Monpto Z Z m=  
b. if 1ie = then ( , , )Z Monpro Z P m=  

5. (1, , )Z Monpro Z m=  
6. C Z=  
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It takes 2k +  iterations for computing. Each iteration includes two 
Montgomery modular multiplications. Algorithm right-to-left takes two 
Montgomery modular multipliers working in parallel, and left-to-right algorithm 
takes one Montgomery modular multiplier that works sequentially. 

4 FPGA Implementation 
In this paper, implementation of the RSA algorithm is made on FPGA 

integrated circuit EP4CE115F29C7, family Cyclone IV, Altera [13]. This 
component contains 266 embedded multipliers (18 x18 bits), 4 PLL blocks, 
3888 Kbits of embedded memory, 528 I/O pins and 114480 logic elements. 
Preference for FPGA circuit relies on availability, easiness of system testing, 
flexibility, relatively good performance in terms of speed and power 
consumption. 

Four modules for RSA encryption are implemented. Two of them 
implement the Montgomery algorithm right-to-left with one adder 
(Montgomery_rl_1a) and with two adders (Montgomery_rl_2a). Another two 
modules use the Montgomery algorithm left-to-right with one adder 
(Montgomery_lr_1a) and with two adders (Montgomery_lr_2a). 

As mentioned before, the RSA algorithm is symmetric, so the same module 
may be used for encryption, as well as for decryption. The modules are 
designed using VHDL. Synthesis and simulation were done using Quartus II 
software and ModelSim. The RSA algorithm implementation using 
Montgomery modular multiplication is quite simple and suitable for hardware 
implementation, hence following key lengths (k) are achieved: 16, 32, 64, 128, 
256, 512 and 1024. The analysis of implemented modules shows the number of 
needed resources, number of clocks for encryption, as well as maximum 
operating frequency of the modules. 

Table 1 presents results of the analysis in the means of logic resources 
needed for implementation of the Montgomery rigth-to-left algorithm. 

Table 1 
Number of logic elements for the Montgomery right-to-left algorithm. 

k Montgomery_rl_1a Montgomery_rl_2a 

16 395 386 
32 746 822 
64 1451 1575 

128 2738 3117 
256 5427 6189 
512 10808 11602 
1024 22776 24132 
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Table 2 gives results of the analysis with respect to the logic resources 
needed for implementation of the Montgomery left-to-right algorithm. 

Table 2 
Number of logic elements for the Montgomery left-to-right algorithm. 

k Montgomery_lr_1a Montgomery_lr_2a 
16 329 322 
32 621 683 
64 1195 1257 

128 2231 2483 
256 4408 4916 
512 9356 10317 
1024 18701 20584 

 

From the results given in the Table 1 and Table 2, Montgomery right-to-
left implementation occupies more logic resources than left-to-right. This is due 
to the fact that implementation of right-to-left requires two Montgomery 
modular multipliers, while implementation of left-to-right requires one 
Montgomery modular multiplier. Implementation of Montgomery modular 
multiplication with one adder requires less resource then implementation with 
two adders. For addition, arithmetic operation defined in the package 
ieee.numeric_std was used. With this implementation of adders, the realization 
takes logical elements connected in series, which works in arithmetic mode. 
One k bit adder takes k logical elements. Reduction of number of k bits adders 
saves the resources. For key length of 1024 bits, the least resources requires 
Montgomery_ld_1a implementation, with 18701 logic elements. 

Maximum operating frequency analysis was performed by using TimeQuest 
Timing Analyzer included in the Quartus II software. The results for the 
Montgomery right-to-left algorithm are presented in the Table 3, and for the 
Montgomery left-to-right algorithm in the Table 4. 

Table 3 
Maximum operating frequency of Montgomery right-to-left implementation [μs]. 

k Montgomery_rl_1a Montgomery_rl_2a 
16 250 250 
32 121.2 111.73 
64 91.74 83.41 

128 64.86 63.29 
256 41.09 37.42 
512 24.19 22.82 
1024 13.19 12.73 
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Table 4 
Maximum operating frequency of Montgomery left-to-right implementation [μs]. 

K Montgomery_lr_1a Montgomery_lr_2a 
16 250 250 
32 115.55 108.23 
64 96.32 88.64 

128 64.91 62.45 
256 41.44 41.45 
512 24.31 23.68 
1024 13.31 12.86 

 

The greatest maximum operating frequency has Montgomery_ld_1a 
implementation. This is caused by the fact that it requires less resources, shorter 
routing links, which results in shorter propagation time. The lowest maximum 
operating frequency has Montgomery_dl_2a. This is due to the fact that it 
requires the most resources, longer routhing links, thereby greater propagation 
time. For key length of 1024 bits, Montgomery_ld_1a implementation has the 
highest operating frequency, i.e. 13.31 MHz. 

To encrypt one data in Montgomery right-to-left implementation, it takes 
(k+3)(k+2) cycles, where each of k+3 of modular Pe computation cycles requires 
k + 2 cycles for modular multiplying. Montgomery left-to-right implementation 
requires 2(k+3)(k+2) cycles, where each of 2(k +3) of modular Pe computation 
cycles requires k + 2 cycles for modular multiplying. Left-to-right implemen-
tation requires twice more cycles than right-to-left implementation. This is due 
to the fact that left-to-right implementation requires one Montgomery modular 
multiplier that works sequentially, and right-to-left implementation requires two 
Montgomery modular multipliers that works in parallel. 

Combination of the results for maximum operating frequency (Table 3 and 
Table 4), number of cycles for encryption and key length yields maximum data 
encryption speed in bits per second, as a function of the key length 
(maxfreq·k/cycles). In the Table 5 the results for right-to-left implementation 
are presented, while the Table 6 gives the results for left-to-right implemen-
tation. From the analyzis of the results given in the Table 5 and in the Table 6, 
it is obvious that Montgomery_dl_1a implementation has maximum speed of 
encryption, because in this implementation Montgomery modular multipliers 
works in parallel (less cycles for compytation), and Montgomery modular 
multiplier use one adder (less logic elements, less delay). An increase of the key 
length, yields reduction of encryption speed. reduces. For key length of 1024 
bits, maximum encryption speed is 12.81 kb/s. If implementation with less 
resources is used, maximum encryption speed is achieved by Montgo-
mery_ld_1a implementation, with 6.46 kb/s. 
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Table 5 
Maximum speed of encryption for Montgomery right-to-left implementation [kb/s]. 

k Montgomery_dl_1a Montgomery_dl_2a 
16 11695.91 11695.91 

32 3259.16 3004.5 

64 1327.76 1207.2 

128 487.49 475.69 

256 157.41 143.35 

512 46.78 44.13 

1024 12.81 12.37 

Table 6 
Maximum speed of encryption for Montgomery left-to-right implementation [kb/s]. 

k Montgomery_ld_1a Montgomery_ld_2a 
16 5847.95 5847.95 

32 1553.61 1455.19 

64 697.02 641.44 

128 243.93 234.69 
256 79.37 79.39 

512 23.51 22.9 
1024 6.46 6.24 

 

5 Conclusion 
Four FPGA modules, which implement the RSA encryption algorithm, are 

made on Altera’s EP4CE115F29C7 circuit. Synthesis and simulation has been 
performed using Quartus II and ModelSim software. For exponentiation, the 
binary algorithm has been used, while for modular multiplications, the 
Montgomery algorithm has been used. Selected FPGA device allows key 
lengths of 16, 32, 64, 128, 256, 512 and 1024 bits. Number of required logic 
elements increases with the key length. Right-to-left implementation occupies 
more resources than left-to-right implementation. Also, Montgomery modular 
multiplication with one adder occupies fewer resources than implementation 
with two adders. The least resources take Montgomery_ld_1a implementation. 
For key length of 1024 bits, Montgomery_ld_1a takes 18701 logic elements. 
Right-to-left implementation has greater encryption speed than left-to-right 
implementation. Maximum encryption speed can be achieved using Montgo-
mery_dl_1a implementation. For key length of 1024 bits, Montgomery_dl_1a 
has encryption speed of 12.81 kb/s. 



Hardware modules of RSA Algorithm 

131 

6 References 
[1] A.S. Tanenbaum: Computer Networks, Prentice Hall, Upper Saddle River, NJ, USA, 2002. 
[2] B. Schneier: Applied Cryptography: Protocols, Algorithms, and Source Code in C, John 

Wiley and Sons, NY, USA, 1996. 
[3] R.L. Rivest, A. Shamir, L. Adleman: A Method for Obtaining Digital Signatures and Public-

key Crypto Systems, Communications of the ACM, Vol. 21, No. 2, Feb. 1978, pp. 120 – 126. 
[4] A. Karaca, O. Cetin: A Robust Real-time Secure Communication approach Over Public 

Switched Telephone Network, Journal of Naval Science and Engineering, Vol. 7, No. 1, 
April 2011, pp. 37 – 47. 

[5] K. Chakravarthy, M. Srinivas: Speech Encoding and Encryption in VLSI, Asia and South 
Pacific Design Automation Conference, Kitakyushu, Japan, 21 – 24 Jan. 2003, pp. 569 – 570. 

[6] M.I. Ibrahimy, M.B.I. Reaz, K. Asaduzzaman, S. Hussain: FPGA Implementation of RSA 
Encryption Engine with Flexible Key Size, International Journal of Comunication, Vol. 1, 
No. 3, 2007, pp. 107 – 113. 

[7] C.K. Koc: High-speed RSA Implementation, RSA Laboratories, Redwood City, CA, USA, 
Nov. 1994. 

[8] S.K. Sahu, M. Pradhan: FPGA Implementation of RSA Encryption System, International 
Journal of Computer Applications, Vol. 19, No. 9, Apr. 2011, pp. 10 – 12. 

[9] R. Ghayoula, E. Hajlaoui, T. Korkobi, M. Traii, H. Trabelsi: FPGA Implementation of RSA 
Cryptosystem, International Journal of Social, Human Science and Engineering – World 
Academy of Science, Engineering and Technology, Vol. 2, No. 8, 2008, pp. 848 – 852. 

[10] J. Fry, M. Langhammer: RSA and Public Key Cryptography in FPGAs, Technical Report 
TR CF-032305-1.0, Altera Corporation, 2005. 

[11] A. Anand, P. Praveen: Implementation of RSA Algorithm on FPGA, International Journal of 
Engineering Research and Technology, Vol. 1, No. 5, July 2012. 

[12] P.L. Montgomery: Modular Multiplication without Trial Division, Mathematics of 
Computation, Vol. 44, No. 170, April 1985, pp. 519 – 521. 

[13] Cyclone IV EP4CE115F29C7 Data Sheets. http://www.altera.com. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


