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Abstract: The Internet of Things (IoT) is now present in every aspect of our daily
lives because of its ability to offer remote services. Unfortunately, the insecure
transmission of user data in open channels caused by this significant use of IoT
networks makes it vulnerable to malicious use. Hence, the security of the user’s
data is now a serious matter in an IoT environment. Since authentication may
prevent hackers from recovering and using data transmitted between IoT devices,
researchers have proposed many lightweight IoT authentication protocols over the
past decades. Many of these protocols are built around two authentication factors.
They cannot guarantee unlinkability and perfect forward secrecy, as well as
withstand well-known attacks such as node capture, DOS attack, stolen verifier,
Denning-Sacco attack, and GWN bypass. This paper proposes an Elliptic Curve
Cryptography (ECC) -based authentication protocol that is anonymous and
exploits three authentication factors to ensure all security services and withstand
well-known attacks. Our provided protocol is secure and can resist known attacks,
as demonstrated by both informal security analysis and formal security proof using
ProVerif. Lastly, our protocol and other protocols are compared in terms of
computational costs, communication costs, and security features.
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1 Introduction

The Internet of Things, known as a huge network that connects products,
equipment, and databases, has improved people’s daily lives by offering remote
management for aspects like transportation, health care, smart grids, smart
homes, and the environment [1 — 11]. A healthcare diagnosis system combining
the IoT and recurrent neural networks was presented by Balasundaram et al. [12].
The purpose of the mechanism presented is to categorize health anomalies with
accuracy. Amara Aditya and her team have developed an intelligent loT-based
car park that can be used to manage car parking in a smart city [13]. Their
framework is designed to gather real-time data, analyze it, and provide the
coordination in accessible location nearby. An important data flow is generated
and exchanged daily by users over insecure wireless communication networks
using this technology. Because of this, this data is at risk of being exploited
improperly. To prevent malicious use of user data, multiple solutions can be
placed in an IoT network. Authentication is the most crucial and effective
solution.

Authentication typically stops hackers from utilizing user data, even if it is
derived from a message while permitting lawful authorities to use it freely and
securely. However, loT devices, with their limitations, cannot ensure the high
computation power, storage, and energy required by traditional authentication
protocols. Lightweight authentication schemes have been implemented as a
result. There have been a lot of lightweight authentication schemes provided in
the past ten years [14 — 36]. Nevertheless, analysis has shown that most of these
schemes are two-factor authentication mechanisms that fail to provide crucial
security properties, including:

— Unlinkability that ensures that multiple sessions or actions of a user cannot

be linked together;

— Key secrecy, which guarantees that cryptographic keys remain confidential
and inaccessible to unauthorized parties;

— Perfect forward secrecy that ensures that the compromise of long-term
keys does not affect the confidentiality of past session keys.

— In addition, they are vulnerable to various attacks, such as:

— Stolen verifier attacks, where attackers obtain stored authentication data
(like passwords or hashes);

— Denial of Service (DoS) attacks, which aim to overwhelm or disable the
service;

— Denning-Sacco attacks, which allow attackers to decrypt past
communications after a key compromise;
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— Node capture, where physical access to a device allows an attacker to
extract sensitive information;

— GWN bypassing, where unauthorized entities circumvent the gateway
node to gain access [3].

The aim of the article is to provide a lightweight authentication protocol,
which enhances security over known assaults and provides the necessary security
features. To handle noisy biometric data, we used the Fuzzy Extractor algorithm.
The output of a fuzzy extractor is identical for noisy input sources that are nearly
identical. Generally, Fuzzy Extractors consists of two procedures. The generation
procedure generates an equably diffused value and public reconstruction data
from a noisy signal. While the reproduction procedure reproduces the equably
diffused value from a signal close enough to the initial noisy signal. Thus, we can
get the same output for noisy biometric data. The provided scheme consists of the
next contributions:

— We introduce a novel authentication and key-agreement system that is
based on three factors. The provided scheme enables the mutual
authentication between the user and the portal and between the portal and
the IoT appliance. Lastly, a session key will be set up between the user and
the appliance.

— The scheme being proposed uses ECC, a hash function, and random
numbers as its foundations.

— The scheme’s efficiency and robustness are demonstrated by informal
security analysis and simulation using ProVerif.

The remainder of this article is structured as follows. The second section
presents related works. Section three presents the proposed protocol. Section four
presents both informal and formal assessments of security. Section five compares
our system with others by analyzing computation costs, communication overheads,
and security services. The paper’s conclusion was reached in section six.

2 Related Work

Several authentication schemes have been provided in the last decades to
ensure confidentiality and security in IoT networks. Associated with existing
systems, symmetric-key algorithms have relatively small keys while requiring
limited resources. Additionally, the encoded text is generally smaller than the
initial one. These mechanisms appear to be the best option to implement IoT
authentications. P. Gope and T. Hwang [37] came up with a practical
authentication scheme for Wireless Sensor Networks (WSN) that could guarantee
user privacy, untraceability, and forward/backward secrecy. A. Ghani et al. [38]
carried out a cryptanalysis on [37] and found that this protocol is vulnerable to
user tracking, Denial-of-Service, and stolen verifier. Additionally, A. Ghani and
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his coworkers presented an improved symmetric-key authentication scheme for
IoT-driven wireless networks. They showcased how their protocol can tackle the
weaknesses of the Gope and Hwang scheme [37]. Their protocols [37] possess
identical communication overheads, as shown by analyzing the comparison
results. Nevertheless, it is 52.63% more effective than the basic scheme due to its
lower computation cost [38].

Unfortunately, symmetric encryption has a kind of shortcoming unlike
public-key cryptography methods that ensure authenticity, privacy, and non-
repudiation. Recent research has led to build asymmetric encryption-based loT
authentication schemes. D.Q. Bala et al. [39] introduced an authentication scheme
that utilizes the certificate-less public key cryptography mechanism for IoT
networks. They demonstrated that the proposed framework was impervious to
replay assaults node impersonation. N. Li et al. [40] used public key encryption
to build a lightweight mutual authentication protocol for smart city environments.
The provided protocol balances the efficiency and communication cost without
compromising security. N. Li and his team showed that their scheme was more
efficient than the existing ones at the time.

Despite the short key length required, elliptic curve cryptography has the
same security strength as public-key encryption systems. Q. Jiang et al. in their
work [41] and D. He et al. in another work [42] have showed that it is vulnerable
to impersonation attacks and smart-card loss. Additionally, they illustrated that
the authentication mechanism of He et al. is unable to guarantee untraceability
and was susceptible to traceability raids. They devised an authentication scheme,
which utilizes temporal credentials and leverages the ECC for WSN. The devised
scheme fulfills the security gaps maintaining the basic protocol desirable features.
Li et al. [43] evaluated the protocol provided by Q. Jiang et al. and proposed a
new, considering three factors. Their scheme’s performance evaluation results
demonstrate that it ensures additional security services while maintaining the
same computational effectiveness.

Several other techniques have been employed to enhance IoT authentication.
Utilizing a physically unclonable function, M. A. Qureshi [44] provided an
authentication scheme called PUF-IPA, which ensures bolstered resilience
against security assaults compared to earlier schemes that use the same basics.
PUF-IPA’s strength is demonstrated by the analysis results. Based on Blockchain,
M. T. Hammi [45] proposed an unfocused authentication protocol for IoT
environments, which secures a reliable authentication of IoT appliances. The
suggested scheme has been implemented using Ethereum Blockchain and C++
language. It demonstrates its effectiveness and low overhead. The main
disadvantage of all solutions presented in this chapter is that two-factor
authentication mechanisms are not capable of full protection as described in the
introduction section.
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3 The Provided Authentication Protocol

Our protocol contains five phases. The gateway initiates by selecting a
random numeral KG as its private key, selecting P, a one-way hash function h(.),
the Gen (.) and Rep (.) algorithms, calculating Ppub = KG.P, and publishing these
elements. The notation used in our paper is illustrated in Table 1.

Table 1
Notations.
Notation Description
U User
S Sensor
ID; User identity
SID; Sensor identity
PW; User password
GWN Gateway
Kg Gateway secret key
h() One-way hashing function
SK Session key
Gen (.) Fuzzy extractor generation procedure
Rep (.) Fuzzy extractor Reproduction procedure
Ku, Ry, K, Ry, Rg, Rg, 11 Random numbers
T; Timestamp
Bio; User biometric model
a5} Xor procedure
| String concatenation procedure
P The generator point on the elliptic curve

3.1 New sensor addition phase

The gateway, at this phase, generates the sensor identity SIDj and saves it in
its databank. Then, the gateway computes the C=h (SIDj||KG), and transmits
{SIDj, C, P} to the IoT device that holds them in its memory.
3.2 User registration stage

In this stage, the data must be exchanged in a secure channel. To complete
this stage, the customer must go through three steps, as illustrated in Fig. 1.
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User || Gateway (GWN)

Select IDi, Pwi
Input Bio1

Generate rl

HID=h (IDir1)
H=HID & h (IDi||PWi)
(R1, Pi) =Gen (Bioi)
HPW=h(|PWi|Ri)

W=HPW & h (IDi|[PWi) Verify HID
{HID, HPW } R A=h (HID| KGHPW)
" Save HID

A}

<

B=A@h (IDi||PW1)
Store {H, Pi, W, B, Rep (), h (.), P}
in a smart card

Fig. 1 — User registration phase.

The first step combines six subsets:

Authentication factors generation: The customer chooses its credentials IDi
and PWi, adopts rl number randomly, and provides his biometrics Bioi.

HID Generation: The user computes HID=h (IDi||r]) its pseudo identity
using a hash function with the identity IDi and a random number r1. This adds
randomness and avoids direct exposure of the identity.

H Calculation: To obfuscate HID, the user computes H=HID & h
(IDi||PWi), concealing HID using the hash of the identity and password
combination.

Fuzzy Extractor and Biometric Processing: To handle noisy biometric data
while deriving consistent values, the user exploits the generation algorithm of the
fuzzy extractors to produce Ri and Pi.

HPW and W Calculation: The user computes HPW=h (PWi||Ri) by
combining the password and biometric randomness. Then, he computes W=HPW
@ h (IDi||PWi), concealing HPW with another hash.

Communication to Entrance: Finally, the customer transmits HID and HPW
to the gate.

The second step contains two subsets:

Authentication parameter calculation: The gate computes A, which is a
parameter that enables the authentication between this latter and the customer.

HID storage and A transmission: At this point, the gateway saves HID and
communicates A to the user.
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The third step contains two subsets:

Authentication parameter securing: To obfuscate the parameter A, the
customer computes B using IDi and PWi.

Smart Card Storage: The user stores {H, Pi, W, B, Rep (.), h (.), P} ina
smart card.
3.3 Login and authentication stage

The exchange between the network entities is carried out through an insecure
broadcaster at this stage. The process of this phase is detailed below and
represented in Fig. 2.

| User

” Gateway (GWN)

|| loT Device

Inputs IDi*, Pwi*

Ri~ Rep(Bioi, Pi)

HPW*=h({[PW1*||Ri)

HPW=W@h(IDi* [PWi*)

Venfy : HPW*=HPW

Generate T1

Select randomly ku, Ru

HID=H@h(IDi[PWi)

A=B@h(IDi|PWi)

MI1=h(A|T1|Ru)

M2=Ku.P

M3=h(Ku.Ppub)@(HID| HPW]|Ru SIDj)
M1, M2, M3, T1}

Verify T4
Rs|[Rg[|SK= M9IGh(Ku Ppub)
Verify : SK= h(Ru|[Rgl[Rs)

Verify : M10=h(SK|[HID|Rg| T4)

Verify T1

HID|HPW|Rul|SID] = M3EWKGM2)

Verify : M1= h(h(HID|KG|HPW)| T1|[Ru)

Generate T2

Select randomly Rg. RG

M4= hih(SIDj|[KG)||T2|[Rg|[HID)

M5= (Ru|RgHIDYBL(RG |h(SIDj|KG}|SIDj)
M4, M5, T2, RG}

Verify T3
Rs|[SK — MSGh(KG.M6)
: M7= h(h(SIDj|[KG)|T3|[Rs|[HID)
R SK)Bh(KG.M2)
Generate T4
M10=h(SK|HID|Rg[T4)

(M9, M10, T4}

Verify T2
Rul[Rg/[HID = M5 h(RG |C[SID})
Verify :M4= h(C[[12|RgHID)
Generate T3
Select randorly ks, Rs
SK~ h(Ru/Rg|Rs)
M6=Ks P
M7= h(C|T3||Rs|HID)
M8=h(Ks Ppub)@(Rs|SK)
(M6, M7, M8 T3}

Fig. 2 — Login and authentication stage.

The first step contains four subsets:

Credentials providing: The user provides his ID and PWi and scans his
fingerprints.

Login: The customer restores Ri upon the Rep algorithm. Later, he calculates
HPW and HPW* and verifies if HPW=HPW?*. If they are equal, the user
elaborates on the authentication request. Otherwise, the session ends.

Authentication request elaboration: The user generates T1, Ku, Ru, and
recovers HID and A from H and B. Then the user computes M1, M2, and M3.

Request transmission: lastly, the user communicates the request {M1, M2,
M3, T1} to the gate.

The second step contains three subsets:
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Request freshness check: To verify the request legitimacy, the gate verifies
the novelty of T1. If the delay transmission is less than a threshold, the gateway
starts the authentication process. Otherwise, the session ends.

User authentication: The gateway reconstructs HID, HPW, Ru, and SIDj
upon M3 and checks that M1 equals h (h (HID|KG|HPW) ||T1||Ru). If this
condition is valid, it constructs the authentication request that will be sent to the
IoT device.

Authentication request elaboration and transmission: The gate engenders
T2, Rg, and RG and computes M4 and M5, as illustrated in Fig. 1. Lastly, it
transfers the request {M4, M5, RG, and T2} to the sensor.

The third step contains three subsets:

Request freshness check: The loT device gets the request transmitted by the
gate and tests the freshness of T2. If it is valid, the sensor starts the authentication
process.

Gateway authentication: The sensor reconstructs Ru, Rg, and HID upon the
M5 and verifies that M4 equals h (C||T2|[Rg||[HID). Then, it generates the session
key.

Session key generation and response transmission: The sensor generates
T3, ks, and Rs and computes SK, M6, M7, and M8. Finally, the sensor transmits
the response {M6, M7, M8, T3} to the gate.

The fourth step contains three subsets:

Response freshness check: The gateway receives the sensor response and
tests the novelty of T3. Ifit is valid, the gate starts the sensor authentication process.

Sensor authentication: The gateway reconstructs Rs and SK and verifies if
M7 equals h (h (SIDj||[KG) || T3||Rs||HID). Then, it generates the response that will
be transferred to the user.

Response generation: the gateway generates T4 and computes M9 and M10
as illustrated in Fig. 1 and transfers the response {M9, M 10, T4} to the customer.

The fifth step contains two subsets:

Response freshness check: The user tests the validity of T4. If it is valid, the
user starts the authentication process of the device and the gateway.

Session key computation and gateway and sensor authentication: The user
retrieves Rs, Rg, and SK from M9. Then, he verifies that SK equals h (Ru||Rg||Rs)
and M1 equals h (SK||HID||Rg|T4). If these qualities are valid, the authentication
is successful.

3.3 Password update stage

To update the password, the customer must pass through four steps as
explained below:
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Credentials providing: The user provides his ID and PWi and scans his
fingerprints.

Login: The customer retrieves Ri upon the Rep algorithm. Subsequently, he
calculates HPW and HPW and verifies if HPW=HPW#*.

New credentials computing: The user provides his new password Pwinew
and computes:

Wnew =h (PWinew || Ri) @ h(Idi || PWinew)
Hnew = H @ h(IDi||PWi) @ h(Idi || PWinew)
Bnew =B @ h(Idi || PWi) & h(Idi || PWinew).

Smart card update: The user replaces W, H, and B with the up-to-date values
in the smart card.

4 Security Analysis

Relating to the Dolev-Yao threat prototype [46], we represent the hacker’s
abilities like this:

— The attacker can access all information communicated through a public
channel.

— Spyware messages can be modified, added, replayed, and redirected by the
attacker.

— The attacker can retrieve the data preserved on the smart card if he obtains
this chip.

— When a device is captured, the hacker may gather all the data preserved in
its memory.

— The enemy may be a lawful user.
4.1 Informal security examination

Mutual authentication

To authenticate the customer, the gate compares M1 with
h(h(HID||KG|[HPW)||T1||Ru). By verifying that M4 equals h(C||T2|[Rg|HID), the
device validates the authenticity of the gateway. After that, the device is
authenticated by the gateway, comparing M7 to h (h(SIDj||KG)||T3|Rs|HID). At
the end, the customer verifies that M10 equals h (SKJ||HID||Rg||T4) for
authenticating the gateway. As a result, we propose a scheme that provides
mutual authentication.

Anonymity and untraceability

Our scheme incorporates HID into M1, M3, M4, M5, and M7. The attacker,
considering the threat model, can receive these messages. However, the Diffie—
Hellman problem, the hash function, and the gate secret key prevent the
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extraction of HID from these messages. Additionally, even if the attacker could
recognize HID, it will not be able to extract IDi since it is secured by r1 and h (.).
Thus, our proposed mechanism ensures user anonymity and untraceability.

Key security

To maintain session key privacy, it is crucial that only the customer and
gateway may know the session key at the end of the authentication stage. GWN’s
trustworthiness makes it impossible for the opponent to access KG. Additionally,
the CDH complexity problem makes the attacker unable to determine Ru, Rg,
and Rs even when he gets access to the customer’s hidden information Ku.P and
Ks.P. Moreover, these values are unpredictable and fluctuate between sessions.
As a result, the secrecy of session keys is guaranteed by our scheme.

Impersonation attack

Calculating M1, M2, and M3 is necessary for the attacker to imitate the
customer, but it is impracticable unless he knows HID, HPW, and A. Even though
the opponent can thieve the smart card and recover W, B, and H, he is still unable
to recover HPW, A, and HID without knowing the user identifier and password.

To impersonate the gateway, the hacker should compute the request
transferred to the device and the response transmitted to the user. However,
firstly, he needs to recover HID, Ru, and SIDj that cannot be done because he
does not know the gateway secret key KG.

The sensor can be impersonated by calculating M6, M7, and M8 that is
unfeasible unless he has C and RG. Thus, our system is not vulnerable to this kind
of attack.

Replay attack

The gate authentication process cannot be executed if the timestamp is
invalid for the intercepted and replayed request {M1, M2, M3, T1}. Regardless
of the opponent’s attempt to alter T1 in the request, it is impossible to change the
M1 value unless he knows Ru and A. The requests computed by the gateway and
the loT device cannot be replayed for the same reasons. Thus, our protocol does
not allow this type of attack.

Node capture

Capturing an IoT device enables the opponent to recognize some parameters,
such as SIDj, C, and P, but he may not be able to discover KG because of the
hash function. Therefore, capturing a device does not affect other devices.
Denial of service

To track the customer, the opponent needs to record messages {M1, M2, M3,
T1}, but the arguments of these messages adjust between sessions because of
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random values and timestamp usage. As a result, he may not alter them. Thus,
our scheme is robust against denial-of-service assaults.

Insider attack

This kind of assault may turn up once a lawful customer steals the credentials
to construct new login applications. The forms of credentials used in our provided
scheme are hidden. In this manner, the opponent may not recognize PWi even
though he recovers HPW since it is hidden using Ri and the hashing function.
Consequently, our scheme presents a significant resistance against insider raids.

Stolen verifier

The gateway does not include any verification table to check data
correspondence. Accordingly, our scheme is resilient toward stolen verifier
attacks.

Denning-Sacco

In this kind of raid, the opponent attempts to recover a long-term secret key
from the earlier session key. The fact that the session key in our provided
mechanism is computed utilizing arbitrary values without any long-term keys
makes the occurrence of this attack impossible.

Smart-card loss

As mentioned in earlier sections, the information stored in the smart card
cannot enable the opponent to complete the authentication process unless he
knows the credentials and has biometrics.

Password guessing

The opponent cannot recover HPW even though he gets access to M1, M2,
and M3 transmitted through public channels. Additionally, to extract PWi from
HPW, the opponent should solve the CDH problem, which is practically
impossible. Therefore, it is impossible to discover PWi.

Meanwhile, if the attacker gets access to the information preserved in the
smart card, the attacker may recover Band W. Nevertheless, he needs IDi and Ri
to recover PWi, a thing that cannot occur. Therefore, this kind of attack is not
feasible in our mechanism.

GWN Bypassing

This type of attack occurs when a harmful legitimate customer or attacker
completes the authentication process but does not notify the gateway to finish its
work. Since the customer does not have the gateway’s secret key, it is impossible
to send a correct message {M4, M5, T2, RG} to the sensor Sj. Correspondingly,
this attack may not be feasible in our system.
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The man in the middle

To forge a lawful intercepted login request {M1, M2, M3, T1}, the attacker
needs to discover Ru, Ku, IDi, and PWi, which is impossible, as explained in
previous sections. Therefore, our scheme may resist this kind of assault.

4.2 Formal security examination

This first goal of this part is to explain how the ProVerif tool can be used to
analyze the security of the presented mechanism. The next step is to review the
results gathered from this tool. ProVerif is an automated system that validates
cryptographic mechanisms that follow the Dolev-Yao model. ProVerif evaluates
the security features, authentication, and observational equivalences, considering
the idealization of cryptographic primitives. This tool may evaluate the scheme
for an unrestricted number of sessions. Blanchet et al. [47] ‘s process calculation
syntax is used to model and check the protocols.

The evaluation results are illustrated in Fig. 3. The mutual authentication
process is carried out sequentially. Furthermore, the proposed scheme may ensure
the session key certainty, the customer’s credentials security, and the GWN
private setting.

ProVerif text output:

verificaticn summary:

Query not attacker{sk[]) is true.

Query not attacker{IDi[]} iz true.

Query not attacker{PWi[]} is true.

Query not attacker{ke[]) is true.

Query inj-event{UauthemticationPhase(user[])) ==» inj-event{ULcginPhase{user[])) is true.

Query inj-event(@Authenticaticon({server[])) ==» inj-event{UauthenticationPhase{user[]}) is true.
Query inj-event(sSNsessicnkey(senscr[])) ==» inj-event(GWNAuthentication({server[])} is true.

Query inj-eventiUsersessionkey{user[])} ==» inj-event(SmSessicnkey{sensor[]}) is true.

Query inj-eventi{snSAuthenticationPhase(sensor[]}) ==» inj-ewvent{UserSessionKey{user[])} is true.

Fig. 3 — Security evaluation results.

S Performance and Comparative Analyses

The proposed scheme has been compared to several authentication
mechanisms considering the computation overheads, the connection overheads,
and the security achievements. This section provides the comparative results.
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5.1 Security achievement

Table 2 summarizes the result showed informal security examination section
and illustrates the security characteristics of compared schemes and their
resilience against attacks. The proposed scheme presents the best performance,
resists well-known assaults, and ensures all the security characteristics needed in
an authentication system. Nonetheless, B. Hu et al. [48] may not demonstrate the
resilience of their authentication system against DoS attacks, GWN bypassing,
Insider attacks, MITM attacks, stolen verifiers, and Denning-Sacco attacks.
Additionally, the protocol proposed by J. Pirayesh et al. [51] is vulnerable to DoS
raids. It does not examine its resilience against insider attacks, node capture,
password guessing, Denning-Sacco attacks, GWN bypassing, and smart card
loss. Further, it may not prove that it secures key secrecy, unlinkability, and
forward secrecy. A.K. Yadav et al. [53] do not illustrate that the proposed scheme
may secure perfect forward secrecy. They only evaluate the resilience of their
scheme against replay assaults and smart card loss.

Table 2

Security characteristics and resilience against assaults.
Protocol |Fi|F2|F3|Fa|Fs|Fe|A1|A2|A3|A4|As|Ac|A7|As|Ag|Alo| A1l
[48] VIiVIVIVIVIVIVIVIVI-|-|-|-|YI|V]-]| -
[49] VIiVIVIVIV| - |VIVIVIV|IVIV|-|VI|V] - |V
[50] vivivivivi-IvIiviv-vIiv]-|v|v] - v
11 |V v T = v - - - 1T-[v
[52] viviviviviviviviviv - v - v - - v
[53] vivivivivi TV - T-T-1--T-1v] - |-
Ourprotocol\/\/\/\/\//\/\/\/v/v/\/\/\/\/\/v/

F1: mutual authentication, F2: Anonymity, F3: unlinkability, F4: key agreement,

F5: key secrecy, F6: perfect forward secrecy, Al: Impersonation assault,

A2: reply assault, A3: node capture, A4: DoS assault, AS: Insider assault, A6: Stolen
verifier, A7: Denning-Sacco assault, A8: password guessing, A9: smart card loss, A10:
GWN bypassing, A11: man in the middle.

5.2 Computation overheads

This subsection compares the computation requirements of our protocol’s
login and authentication stage with those of other ECC-based protocols. Table 3
illustrates the comparative outcomes. The notations used are as follows:

— Th: Time needed for a hash operation.

— Tsig: Time needed for signature generation and verification by HECDSA.

— Te: Time needed for ECC multiplication.

— Ts: Time needed for symmetrical cryptography.

— Tf: Time needed for the fuzzy extractor.

Other operations require negligible execution time. According to [23, 54],
Th~0.0001 ms, Te= Tf~0.442 ms, Tsig=3.1920 ms, and Ts~0.0026 ms.
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To compute the login request, accomplish the required tests, and compute
the session key, the customer needs 7Th+Tf+2Te in our scheme. The gateway
needs Th+2Te to examine the login demand, compute the request transmitted to
the sensor, verify its response, and construct the response transmitted to the
customer. The IoT sensor needs 6Th+2Te to evaluate the requests and compute
the response. As a result, our scheme requires 22Th+Tf+6Te to complete the
login and authentication stage. Table 3 shows that the requirements for each
compared protocol are very similar, except for [51]. Even though our protocol is
not the fastest, executing only takes approximately 3 seconds.

To assess scalability, we experimented with increasing network size to
simulate authentication latency. Our protocol’s latency is shown in Fig. 4 for
different network sizes (100, 300, 500, 1000, 3000, 5000, 10000). We believe
that our protocol can handle up to 3000 users since the network latency increase
is 0.1 ms per user.

Table 3
Computational overheads comparison.
Sheme User Gateway Sensor Total Executmn
time (ms)
[48] 7Th+3Te 10Th+Te 6Th+2Te 23Th+6Te 2,6543
[49] 7Th+3Te+1Tf 7Th+Te 4Th+2Te 18Th+6Te+Tf 3,0958
[50] 9Th+3Te 9Th+Te TTh+2Te 25Th+ 6Te 2,6545
15Th+2Tf+4Ts+
[51] - - - +2Tsig+6Te 99319
[52] 5Th+3Te STh+2Te+Ts | 3Th+3Te+Ts 13Th+8Te+2Ts 3,5425
[53] - - - Ts+15Th+6Te 2,6561
Our | STRaTEOTe | 9Th+2Te 6Th+2Te 22Th+Tf+6Te 3,0962
protocol

5.3 Communication costs

The result of the comparison between our protocol and the other protocols in
terms of communication costs is illustrated in Table 4. This later shows also the
total of exchanged messages all along the authentication stage in each protocol.
According to [49], the size of the random number, identity, timestamp, hashed
value, the length of a point in an elliptical curve, and symmetric encryption
/decryption block are 128 bits, 128 bits, 32 bits, 160 bits, 320 bits, and 256 bits
respectively. The result of the comparative study demonstrates that the protocols
that require small computation and communication overheads, like [48] and [53],
may not provide strong resilience against assaults. Nevertheless, our protocol
requires tolerable computation and communication costs regarding the robustness
ensured against attacks.
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Authentication Latency vs Network Size

100000 +
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Authentication Latency (ms)
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Number of Users

Fig. 4 — Authentication latency with increasing network size.

Table 4

Communication cost comparison.
Total Total
Protocol .

messages communication cost

[48] 4 3456
[49] 3 2112
[50] 4 3552

[51] 3 -
[52] 6 3456
[53] 4 2144
Our protocol 4 2912

6 Conclusion

Since data security is a big issue in IoT deployments, researchers have
developed different authentication systems to deal with this issue and secure
users’ data privacy. However, many of those protocols have flaws, especially
regarding ensuring the customer’s anonymity. In this paper, we combined three
authentication factors to construct an ECC-driven authentication protocol that
enables the anonymity of the user and ensures a high security level. Using the
ProVerif tool, we have illustrated that our protocol ensures all security features.
The robustness of our scheme against known attacks has also been demonstrated
using informal security verifications. In the end, we contrasted our scheme with
some similar protocols that were built on ECC. As a result, the provided scheme
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is shown to have lower computation and communication costs, considering its
robustness and security level.
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